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WEBSITE(S)
We have been advised by Plexus and Calico to upgrade the TBI website. The issue is that, increasingly, websites are expected to be more secure than ours is. I don’t think there’s really a fundamental reason why our site needs to be secure, but browsers now highlight those that aren’t, and search-engines are (allegedly) downgrading non-secure sites, so there’s a danger that we suffer from the perception that we don’t meet modern standards. More detail about the issue is at https://www.cali.co.uk/blog/reasons-for-adding-an-ssl-certificate-to-your-website.

The work required involves adding an SSL certificate, at a cost of approximately £75, spilt between Calico and Plexus. I recommend we go ahead with this. No-one has mentioned it yet, but the Our Local Larder website is in the same boat, so I think we need to do the same with this.

There is a bigger issue which Plexus have also highlighted, which is that the TBI website doesn’t work well with mobile phones and tablets; the problem here is that the menus along the top of the website work by hovering the cursor over them – and that option isn’t available for phones and tablets. Essentially this is a problem that has arisen through changes to browsing habits since the website was created. The scope of this work is unclear – do we just want to improve functionality, or do we also want to update the look and feel of the site whilst we’re at it? I suggest we ask the comms group to investigate and revert with recommendations.

Martin

12th September 2018

More on SSL certificates
SSL stands for 'Secure Socket Layer' which is part of a multi-layer protocol for electronic data transmission, including over the internet.  If this is enabled, all data, including ordinary web pages, exchanged between a web server and a user's browser is encrypted, and therefore secure from malicious interception.  This is obviously essential for web commerce sites where bank and credit card details are being transmitted, but less so for 'social' websites like TBI's.  I think the only instance where possibly sensitive data is sent from the site is when an online donation is made via CAF.  Apart from this, there is no practical disadvantage to users in the site not using SSL.

Other reasons for using SSL, as mentioned above, are that users may be put off by the site being flagged as 'not secure' by browsers, and that non-secure sites are likely to be downgraded in search-engine rankings.
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